
On adaptively secure prefix encryption under LWE

Giorgos Zirdelis∗

March 21, 2023

Abstract

Prefix Encryption is a public-key encryption scheme, where ciphertexts are associated with a

string y and secret keys are associated with a string x. Any secret key for which x is a prefix of y,

allows to decrypt a ciphertext associated with x. Secret keys are issued by a trusted authority,

that additionally publishes a set of public parameters used for encryption and decryption.

Prefix encryption was formalized in a work of Lewko and Waters (EUROCRYPT’14) to show

that certain partitioning proof techniques fail to achieve adaptive security without incurring an

exponential loss in the security reduction. An exponential loss requires a stronger security

assumption to achieve adaptive security, which is undesirable. Prefix encryption can be con-

structed from Hierarchical Identity-Based Encryption (HIBE) or Attribute-Based Encryption

(ABE), which implies that the same partitioning techniques must incur an exponential loss in

the security reduction when applied to HIBE and ABE. While it remains a long-standing open

problem to achieve adaptive security with a polynomial reduction loss for HIBE or ABE under

LWE, the same work showed how to obtain adaptively secure prefix encryption from adaptively

secure Identity-Based Encryption.

In this work, we give a construction of an adaptively secure prefix encryption scheme with

a polynomial reduction loss, directly from LWE. To encrypt to a string y we derive a public

key for every prefix of y from a fixed set of public parameters using lattice-based homomorphic

operations, similar to previous work. Our approach differs in the secret key generation, where a

secret key for x takes into account and ties together every prefix of x, and our techniques may

be of independent interest. This leaves open the possibility for the secret keys to be extended

in a way that could lead to adaptive security of delegation functionalities, in the future. For

security, we leverage a work of Tsabary (CRYPTO’19) and extend it to obtain our result.
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1 Introduction

Prefix Encryption (PRE) is a public-key primitive [LW14], that allows to encrypt a message m with

respect to a string y, using set of public parameters generated by a trusted authority. Anyone can

request from the authority a secret key that is associated with a string x, and can then decrypt

any ciphertext for which x is a prefix of y. Moreover, we do not require any hiding properties for

strings x and y. Such a mechanism allows for a fine-grained access control of encrypted data, when

compared to the all-or-nothing approach of traditional public-key encryption, and thus leads to

more advanced applications.

An application of prefix encryption. To highlight the usefulness of prefix encryption, we

describe an application for networks but emphasize that it is a primitive which could have a broader

scope for applications.

Consider a trusted network router that is responsible for forwarding packets encrypted using a

prefix encryption scheme, to large set of clients behind a subnetwork. Each packet is encrypted to

a string that matches the network address of a client, and each client has a secret key that decrypts

only packets associated with its network address. The router using a single prefix encryption

secret key that matches the prefix of the subnetwork address for all clients, is able to decrypt and

thoroughly inspect for malware any packets before these are delivered to the clients.

While large subnetworks could facilitate a super-polynomial network address range despite serv-

ing polynomially many clients, prefix encryption makes this possible using a single secret key for

such a range without explicitly requiring the secret key for every client, especially if we consider

that a client’s network address might change over time.

The above example could be generalized to more complex networks with multiple routers and

subnetworks, and thus prefix encryption can deliver an advanced packet inspection mechanism.

Prior work on prefix encryption. Prefix encryption was formally defined in [LW14] to show

that certain partitioning proof techniques fail to achieve adaptive security without incurring an

exponential loss in the security reduction. Prefix encryption can be constructed from Hierarchical

Identity-Based Encryption (HIBE) [HL02, GS02] or Attribute-Based Encryption (ABE) [SW05,

GPSW06]. Consequently, the same partitioning proof techniques will also incur an exponential

loss in the reduction when applied to HIBE or ABE. Moreover, the work of [LW14] showed that

specifically for prefix encryption their impossibility result can be bypassed using Identity-Based

Encryption (IBE) [Sha84, BF01]. We review the [LW14] construction in Section 1.2.1 before pre-

senting our scheme. In comparison, we give a direct construction of prefix encryption from LWE,

and our techniques may be of independent interest. Finally, the work of [WTSB16] utilizes prefix

encryption in the context of private service discovery.

Security for prefix encryption. Security for prefix encryption guarantees that any adversary

in possession of secret keys that are not authorized to decrypt a ciphertext ct, should not learn

anything about the encrypted message. The adaptive security model captures exactly this realistic

security notion, and thus is desirable to obtain.

In the adaptive security game for prefix encryption, the adversary first receives the public

parameters from the challenger. The adversary then adaptively requests secret keys skx for any

string x of its choosing. After this step, the adversary sends a challenge string y∗ to the challenger,

that creates a ciphertext cty∗ encrypting a random bit, and sends cty∗ to the adversary. Finally, the

adversary adaptively requests again secret keys skx, and then outputs its guess on for the encrypted
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bit in cty∗ . We restrict the adversary to only request secret keys skx for which x is not a prefix

of y∗, otherwise it would trivially win the security game. The scheme is secure if the advantage

of the adversary is 1/2 + negl(λ) where λ is a security parameter. For adaptive PRE we require

a polynomial reduction loss in the (maximum) length |y| of the string y that is associated with

any ciphertext. Any string y is assumed to be bounded by a polynomial in the security parameter.

Thus, a polynomial reduction loss in |y| implies an overall negligible loss in the security parameter.

The selective security model [CHK03] differs from the above at the challenge step. The adversary

must now declare its challenge y∗ before it receives the public parameters. Selective security can

be upgraded to adaptive in a generic way using complexity leveraging [BB04], but this inherently

requires an exponential loss in the security reduction. A simple strategy is to guess the challenge

y∗ ∈ {0, 1}∗. This succeeds with probability 2−|y| and implies an exponential reduction loss. In

turn, this implies a larger value for the security parameter to account for this loss, and thus a

stronger security assumption which is undesirable.

On lattice-based HIBE and ABE. It remains a long-standing open problem to construct

lattice-based adaptively secure HIBE and ABE with a polynomial reduction loss.

Lattice-based HIBE constructions [CHKP10, ABB10a, ABB10b, DG17b, DG17a, DGHM18]

are proven to be selectively secure. We note that delegatable PRFs [KPTZ13, BW13, BGI14]

can be used in the selective HIBE from [DG17b, DG17a], with essentially the same reduction loss

as the adaptive delegatable PRF loss [FKPR14, HKKW19]. Currently, there is no adaptive del-

egatable PRF with a polynomial reduction loss in the standard model. Similarly, lattice-based

ABE for circuits and beyond [GVW13, BGG+14, GVW15, AFS19] is proven secure in the selective

model. Furthermore, the works of [BV16, GKW16] proved ABE security in the semi-adaptive set-

ting [CW14b]. For semi-adaptive security, the adversary must declare its challenge after it receives

the public parameters but before it makes any secret key queries. Specifically the work of [GKW16]

showed a transformation of selective Functional Encryption (FE)[SW05, BW07, KSW08, LOS+10,

O’N10, BSW11] to semi-adaptive FE (and thus applies to ABE) under the assumption that public-

key encryption exists, alluding that there might be a bigger gap between semi-adaptive and adaptive

security than there is between selective and semi-adaptive security. For the powerful notion of FE

though, the works of [Wat15, ABSV15] showed how to upgrade selective FE to adaptive, but this is

not known for ABE. Note that for HIBE the exponential reduction loss is incurred in the hierarchy

depth, and for key-policy ABE in the attribute length. Both these quantities can be assumed to

be bounded by a polynomial in the security parameter, and thus the overall reduction loss is expo-

nential in the security parameter. Furthermore, HIBE and ABE are seemingly incomparable due

to the key delegation mechanism required for HIBE. We review the notion of ABE in Section 1.2.2.

Finally, the work of Tsabary [Tsa19] makes partial progress in adaptive ABE security by con-

structing adaptively secure ABE for the class of t-CNF predicates for constant t, along with an new

adaptive IBE scheme, by building partially on [DKNY18]. See [DKN+20] for an updated version

of [DKNY18], and [KNYY20] for a follow-up work on adaptive inner-product encryption.

We note that adaptively secure HIBE and ABE for NC1 with a polynomial reduction loss, exist

under (standard) group assumptions (e.g. [GH09, Wat09, LW10, LW11, Lew12, CW13, CW14a]

and [LOS+10, OT10, LW12, CGW15, KL15, KW19]), and adaptive ABE for general circuits exists

under the powerful notion of functional encryption [Wat15, ABSV15, JLS21], but these construc-

tions rely on (well-founded) assumptions that are broken in the presence of quantum computers.
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Our results. In this work, we present an adaptively secure prefix encryption scheme directly

from LWE with a polynomial reduction loss in the length of the challenge string.

Theorem 1.1 (Informal). There exists an adaptively secure prefix encryption scheme for a-priori

bounded length strings, under the polynomial hardness of approximating worst-case lattice prob-

lems to within sub-exponential factors.

1.1 Paper organization

In Section 1.2 we give a detailed overview of our Prefix Encryption (PRE) scheme, and review

relevant work. In Section 1.3 we discuss open problems relevant to our work. In Section 2 we

review all necessary technical background. In Section 3 we give the PRE definition and security

model. In Section 4 we give the full construction and security proof of our PRE scheme.

1.2 Technical overview

In this section, we give the technical details of our PRE construction. In Section 1.2.1 we describe

the construction of PRE from IBE. In Section 1.2.2 we review in detail the related work for ABE

and IBE that we require in our construction. In Section 1.2.3 we give the details of our PRE

scheme. For this overview we define [ℓ] = {1, . . . , ℓ} and denote with λ the security parameter.

1.2.1 PRE from IBE

The PRE construction from adaptive IBE, explicitly written in [LW14], works as follows: to encrypt

a message m to a string y ∈ {0, 1}ℓ the encryptor creates ℓ IBE ciphertexts for m, one for each

prefix of y serving as the identity. Note that identities of varying length can be compressed to λ

bits using standard hashing techniques. A secret key for x corresponds to an IBE secret key skx for

identity x. To decrypt cty using skx, we select the IBE ciphertext for which x matches some prefix

of y, if any, and then apply IBE decryption using skx. Adaptive PRE security follows readily from

adaptive IBE security. In our scheme, the secret keys grow linearly with the prefix length when

compared to the IBE construction, but in contrast our construction leaves open the possibility of

secret key delegation, as required for example by HIBE which was the original motivation for this

work. Note that HIBE secret key delegation is not known to follow by IBE in a black-box manner.

1.2.2 Related work

We review the ABE from [BGG+14] that is used in the adaptive IBE from [Tsa19] that we review

in detail next, and on which we rely and extend to obtain our scheme.

ABE and matrix homomorphisms. In an ABE scheme, a trusted authority generates a set

of public parameters pp and a master secret key msk. Anyone can use pp to create a ciphertext ctx
that encrypts a message m ∈ {0, 1} under an attribute x ∈ {0, 1}ℓ. The ciphertext ctx does not

hide the attribute x but only the message m.

Given a (public) boolean circuit f : {0, 1}ℓ → {0, 1}, anyone can homomorphically evaluate f

on ctx and obtain ctf(x) since x is not hidden. The authority uses msk to issue a secret key skf for

a circuit f that is combined with ctf(x) to recover m if and only if f(x) = 0 1, otherwise m remains

hidden. Security for ABE requires that an adversary can request secret keys skfi for any circuit fi,

and cannot recover a message m that is encrypted under a challenge attribute x∗ of the adversary’s

1For technical reasons we use the inverted condition of f(x) = 0 to authorize decryption, instead of the more

common f(x) = 1.
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choosing, given that for all requested secret keys skfi it holds fi(x
∗) = 1 (i.e. decryption is not

authorized).

At a high level, the scheme in [BGG+14] constructs ABE for circuits in the following way.

The public parameters contain matrices B1, . . . ,Bℓ. We encode an attribute x ∈ {0, 1}ℓ as Ci =

Bi + xi ·G where G is a fixed public ”gadget” matrix. We encrypt under LWE with Ci serving as

public keys and obtain a ciphertext ctx. Anyone can homomorphically compute a circuit f on ctx
to obtain a new LWE ciphertext ctf(x) with Bf + f(x) ·G as the public key. The secret key skf the

authority provides satisfies the equation Bf · skf = 0. Thus, when f(x) = 0 we can decrypt. Notice

that the authority does not know x, but is able to issue keys because the matrix Bf depends only

on Bi.

Furthermore, the scheme supports circuit composition. After we evaluate f to obtain Cf =

Bf + f(x) ·G (assume f(x) is multi-bit output) and then encrypt, a third party interprets f(x) as

an attribute and can homomorphically evaluate a circuit g on f(x) to obtain a ciphertext for g ◦ f ,

Cg◦f = Bg◦f + g(f(x)) ·G

In particular, we can first encode x and then apply a function f on Ci to obtain Cf = Bf +

f(x) ·G before we encrypt with Cf as the public key. This can be interpreted as a pre-processing

step. Importantly, Bf does not depend on x. In our scheme, f will be a pseudorandom function

(PRF) with hardcoded input and x will be a PRF key. Thus, Bf and f(x) reveal nothing about

the PRF key x. In this case, we encrypt using Cf as the LWE public key and f(x) as the resulting

(new) attribute, where f is a multi-bit output PRF circuit.

The [Tsa19] IBE. We give a detailed review of the adaptive IBE from [Tsa19] that contains a

core idea which we adapt in our scheme. In the process, we introduce notation that we use heavily

in the rest of the section.

In IBE, ciphertexts are associated with a identity string y, and secret keys skx with a identity

string x. Decryption succeeds if and only if y = x. For security, the adversary must declare a

challenge identity y∗ that must be different from any identity x for which it has requested a secret

key skx. The adversary first receives the public parameters, and then requests secret keys adaptively

before and after it announces y∗.

The core idea from the [Tsa19] IBE. At a high level the scheme works as follows: to encrypt

to identity x, the encryptor samples a PRF key k and uses the [BGG+14] ABE to obtain a PRF

output rx for PRF input (k, x). The value rx is the attribute in the ABE, and the identity x is tied

to the ciphertext by properties of the ABE [BGG+14]. The authority uses its own PRF key k∗ to

obtain a PRF output r∗x for input (k∗, x). It outputs a secret key for x that decrypts if rx ̸= r∗x
which happens with high probability over the choice of k, k∗ and correctness follows. In general,

we denote with r∗z PRF values using key k∗ and with rz PRF values using key k.

In the security reduction (and the real system) the secret key for any identity x only reveals r∗x
that is obtained using k∗. Moreover, the scheme public parameters are set up in a way such that

the challenge ciphertext cty∗ reveals the value r∗y∗ and nothing about k∗. In addition, the value r∗y∗

does not appear in any requested secret key skx (for which we use k∗) since the challenge identity

y∗ must be different from any requested identity x. This allows for an adaptive reduction under

(adaptive) PRF security and ABE techniques from [BGG+14].

The IBE in [Tsa19] relies on the properties of the ABE in [BGG+14] which is known to be selec-

tively secure for general policies (i.e. boolean circuits). Specifically for the IBE policy, [Tsa19] uses
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a PRF in the pre-processing step and obtains adaptive IBE from the selective ABE in [BGG+14].

Below we give a slightly different presentation of the original scheme in [Tsa19, Section 1.2]. 2

IBE circuits. We first define three circuits used in our IBE overview, following closely [Tsa19].

For a PRF f : {0, 1}ℓk ×{0, 1}ℓid → {0, 1}ℓout and every y ∈ {0, 1}ℓid , define fy to be the circuit with

hardcoded PRF input y. The circuit fy takes as input the PRF key k and outputs fy(k) = f(k, y).

For every r∗ ∈ {0, 1}ℓout define the equality test circuit gr∗ : {0, 1}ℓout → {0, 1} as gr∗(r) = 1 if

r = r∗, and 0 otherwise. Given r∗, we can construct gr∗ on the fly.

Finally, we define circuit composition in the natural way: (gr ◦ fy)(·) = gr(fy(·)).

IBE construction. We review the full IBE construction, starting with the public parameters pp

and master secret key msk. For a fixed public ”gadget” matrix G ∈ Zn×m
q , the authority samples:

pp = {u,A,B1, . . . ,Bℓk} and msk = {TA, k∗}

with u ∈ Zn
q , A,Bi ∈ Zn×m

q , TA ∈ Zm×m with low-norm entries, and k∗ ∈ {0, 1}ℓk is a random

PRF key. For any F ∈ Zn×m
q , the matrix TA allows to sample a low-norm matrix RF such that

[A||F] ·RF = u. We implicitly assume a public circuit description of a PRF f as defined above.

To encrypt a message msg ∈ {0, 1} to identity y ∈ {0, 1}ℓid , first sample a fresh PRF key k ∈
{0, 1}ℓk and set ry = f(k, y). Then, derive the circuit fy, and use {Bi} from pp to homomorphically

compute the matrix Bfy that depends only on fy, and thus ”ties” y to Bfy .

Finally, output the ciphertext cty (we abuse notation and represent many bits with ry ·G):

cty =
(
y, ry, s

⊺
A+ e

⊺
a, s

⊺ (
Bfy + ry ·G

)
+ e

⊺
, s

⊺
u+ emsg +msg⌈q/2⌉

)
where s is random and the error terms are of low norm.

To sample a secret key skx the authority first uses msk to set r∗x = f(k∗, x), and then derives

the circuit Cx = gr∗x ◦ fx. Then it uses {Bi} and Cx to homomorphically compute BCx . Finally, it

uses TA to sample a low-norm Rid such that

[A || BCx ] ·Rx = u

and outputs skx = ( x, r∗x, Rx ).

For skx and ctx, i.e. when x = y, the decryptor uses r∗x to homomorphically compute gr∗x using

ctx since rx is public, and obtains:

ct′x =
(
x, rx, s

⊺
A+ e

⊺
a, s

⊺ (
BCx + gr∗x(rx) ·G

)
+ e

⊺
d, s

⊺
u+ em +m⌈q/2⌉

)
.

Correctness holds with overwhelming probability over the choice of k, k∗ which implies that rx ̸= r∗x.

Thus gr∗x(rx) = 0, and if we multiply (s
⊺
A+ e

⊺
a || s

⊺
BCx + e

⊺
d) with Rx we obtain s

⊺
u+ ẽ and we

can recover m.

2[Tsa19, Section 1.2] for IBE uses the circuit Īr(r
′) = 1, if r′ ̸= r and 0 otherwise. We use Ir(r

′) = 1, if r′ = r

and 0 otherwise.
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IBE security proof. In the proof, the public parameters are sampled without a ”trapdoor” TA

for A, and with Bi = ARi − k∗i ·G where Ri is of low-norm, and k∗i is the i-th bit of k∗:

ppsim = {u,A,AR1 − k∗1 ·G, . . . ,ARℓk − k∗ℓk ·G} and msksim = {R1, . . . ,Rℓk , k
∗}

Using standard arguments [BGG+14, BV16], we get the statistical indistinguishability, pp
s
≈ ppsim.

For a secret key skx, the simulator first derives Cx and BCx . It then uses A, {Ri} to compute RCx

such that,

BCx = ARCx − gr∗x(r
∗
x) ·G = ARCx −G

Finally, it usesRCx andG to sample a low-normRx such that [A || BCx ]·Rx = u while maintaining

indistinguishability, under appropriate parameters, from the real system that uses TA to sample

Rx.

To encrypt a random bit to a challenge identity y∗, the simulator ”samples” a PRF key k with

k = k∗. It sets r∗y∗ = f(k∗, y) and computes the public key for cty∗ (we abuse notation and represent

many bits with r∗y∗ ·G):

Bfy∗ + r∗y∗ ·G = (ARfy∗ − r∗y∗ ·G) + (r∗y∗) ·G = ARfy∗

This results in a public key for the challenge ciphertext cty∗ that does not contain any ”G-trapdoor”

and cty∗ is proven [BGG+14, Tsa19] to be indistinguishable from the uniform distribution under

LWE. Note that the adversary is not allowed to request a secret key for y∗. Thus, the value r∗y∗

remains pseudorandom by (adaptive) PRF security, even given the PRF values in skx. This implies

that the adversary cannot distinguish the real game from the simulated one with more than a

negligible advantage.

1.2.3 Our PRE construction

In this section, we describe our adaptive PRE scheme. We set the PRE string alphabet to {0, 1}
and let strings to be vectors in ({0, 1})ℓstr where ℓstr is an a-priori fixed bound. To simplify notation,

we write y ∈ {0, 1}ℓstr instead of y ∈ ({0, 1})ℓstr . We first define prefix sets that allow us to associate

prefix strings to 2λ-bit strings using a collision-resistant hash function (CRHF) and then proceed

with our scheme overview.

Prefix sets and string encodings. Our first observation, similar to [LW14], is that any string

y = (y1, . . . , yℓ) ∈ {0, 1}ℓ, i.e. yj ∈ {0, 1}, can be expanded to a set that contains all the ℓ

(non-empty) prefix strings of x:

Sy = { (y1), (y1, y2), . . . , (y1, . . . , yi), . . . , (y1, . . . , yi, . . . , yℓ) }.

We rely on standard techniques to encode every element of Sy into λ bits using a collision-resistant

hash function (CRHF). For example, we can first apply an Error-Correcting Code to ”(y1, . . . , yi)||i”
and then rely on the Merkle–Damg̊ard transform [Dam90, Mer90]. That is, we assume an efficient

(public) procedure Encode(y, i) that outputs an encoding of exactly 2λ bits for the i-th prefix of y.

Finding different pairs (y, i) and (y′, i′) such that Encode(y, i) = Encode(y′, i′) is computationally

hard assuming collision-resistance. Depending on the specifics of the Encode procedure, the length

i might not be required to be part of the input, yet we choose to make it part of the input to

avoid any ambiguity that could arise. To simplify notation, we denote with y(1, i) the output of

Encode(y, i) for i ∈ [ℓ]. This 2λ bit string is given as input to the PRF instead of the actual prefix

(y1, . . . , yi).
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PRE scheme outline. We first outline the intuition behind our scheme before the technical

overview. To encrypt to a string y ∈ {0, 1}ℓ we encrypt with respect to all ℓ prefixes y, essentially

encrypting to the prefix set Sy. We sample a PRF key kenc and compute a PRF value for every

prefix of y, similar to the IBE in [Tsa19]. This allows an encryption to y to carry bit-by-bit its

lineage, which could potentially allow for a bit-by-bit key extension as we discuss in Section 1.3.

Our scheme differs from the generic IBE construction in the key generation phase. Our msk

contains two PRF keys kreal, kfake. A secret key skx ties together all the ℓ prefixes of x ∈ {0, 1}ℓ,
and contains ℓ PRF values for ℓ comparison circuits g, as described in the previous section. We use

kfake to generate the PRF comparison values for the first (ℓ− 1) prefixes of x, and kreal to generate

the PRF comparison value for the ℓ-th prefix, which is x itself. The role of using two PRF keys

only matters for the security proof and not for correctness. To decrypt cty using skx, we select

the ciphertext components for which x is a prefix of y, if any, and proceed similar to the previous

section.

In the security proof, we embed the key kreal in the public parameters. This way, during key

generation we are able to embed a trapdoor for the last prefix of x that is x itself, using a PRF value

under kreal. We use kfake to obtain the rest of the (ℓ−1) PRF values for each of the (shorter) (ℓ−1)

prefixes of x, but kfake does not imply a trapdoor. The PRF values for y∗ and all its prefixes for the

challenge ciphertext cty∗ are obtained using kenc = kreal. While this allows to argue LWE, we also

have to argue that the ”sampling” kenc = kreal during cty∗ goes unnoticed by the adversary. This

follows because the PRF values in cty∗ remain pseudorandom given the PRF values in any secret

key skx. In more detail, notice that any skx contains a PRF value under kreal only for x itself, and

not for any of its (shorter) prefixes. Any (shorter) prefix of x except x itself, is allowed to be in y∗,

but the PRF values for these prefixes, for any secret key, are given using kfake. By the PRE security

game, x itself cannot equal to y∗ or be any prefix of y∗. That is, the PRF values under kreal for

cty∗ and any skx do not intersect, and the pseudorandomness claim follows. The reduction loss is

polynomial in λ, ℓstr, essentially because we have to account for the pseudorandomness loss that is

incurred by the PRF values that are given in cty∗ and every skx. There are at most ℓstr PRF values

in either cty∗ or any skx. Assuming the adversary makes Q = poly(λ) key queries, the reduction loss

is bounded by (Q+1) ·ℓstr ·AdvPRF where AdvPRF = negl(λ, ℓstr) is the pseudorandomness reduction

loss for one PRF value. Note that instead of using kfake we could sample random value but using

this PRF key simply allows to derandomize that part of the secret key generation. Details follow.

PRE circuits. In addition to the equality test circuit g from the previous section, we rely on a

circuit that computes a PRF value for any given prefix of a string y. This allows us to derive public

keys for every prefix of y. For a PRF f : {0, 1}ℓk ×{0, 1}2λ → {0, 1}ℓout and for every y ∈ {0, 1}ℓstr ,
define fy,i to be the circuit with hardcoded PRF input: y(1, i). On input a key k, the circuit fy,i
outputs fy,i(k) = f(k, y(1, i)). For every y ∈ {0, 1}ℓstr and i ∈ [ℓstr], using the Encode procedure

we obtain y(1, i) = Encode(y, i) with |y(1, i)| = 2λ. Thus, we could set ℓstr = 2λ in the definition

of f since we evaluate f on the encoding of a string y, and not the actual string y.

PRE construction. We first define the public parameters and master secret key. The authority

samples:

pp = {u,A,B1, . . . ,Bℓk} and msk = {TA, kreal, kfake}

with u ∈ Zn
q , A,Bi ∈ Zn×m

q , TA ∈ Zm×m with low-norm entries, and kreal, kfake are PRF keys.

Implicitly, we assume that pp contain the description of a PRF function f and of an encoding
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procedure Encode.

To encrypt a message msg ∈ {0, 1} to a string y ∈ {0, 1}ℓ, first sample a PRF key kenc and

set renci = f(kenc, y(1, i)) for i ∈ [ℓ]. Then, derive the circuit fy,i and use {Bi} to compute the

matrix Bfy,i that depends only on fy,i, and thus ”ties” y(1, i) to Bfy,i . Therefore, the sequence of

ℓ matrices
(
Bfy,i

)
i∈[ℓ] is tied with y.

Finally, set ci as follows (we abuse notation and denote many bits with renci ),

ci = s
⊺ (

Bfy,i + renci ·G
)
+ e

⊺
i for i ∈ [ℓ]

and output the ciphertext:

cty =
(
y, {renci }i∈[ℓ], s

⊺
A+ e

⊺
a, {ci}i∈[ℓ], s

⊺
u+ emsg +msg⌈q/2⌉

)
.

The ℓ components (ri, ci) in cty correspond to encryption with respect to the prefix set Sy.

To sample a secret key skx for x ∈ {0, 1}ℓ using msk = {TA, kreal, kfake}, the authority derives

PRF values for the first (ℓ− 1) prefixes of x with the key kfake. For the last prefix x(1, ℓ) which is

x itself it uses the key kreal,

ri = f(kfake, x(1, i)) ∀i ∈ [ℓ− 1] and rℓ = f(kreal, x(1, ℓ)).

Then, for each prefix i ∈ [ℓ], it derives the circuit Ci = gri ◦fx,i, and uses {Bi} to compute BCi .

Notice that Ci contains three pieces of information: a prefix index i, a prefix x(1, i), and a PRF

value ri for that prefix. Thus, the homomorphically derived public key BCi is ”tagged” exactly

with this information. Finally, it uses TA to sample a low-norm Rx such that

[A || BC1 || · · · || BCℓ
] ·Rx = u

and outputs skx =
(
x, {ri}i∈[ℓ], Rx

)
.

The decryptor selects the ℓ ciphertext components of cty for which x is a prefix of y, if any,

otherwise decryption is not authorized. Then, it uses {ri}i∈[ℓ] from skx to homomorphically compute

gri on ci and derive:

c′i = s
⊺
(BCi + gri(r

enc
i ) ·G) + ẽ

⊺
i for i ∈ [ℓ]

With overwhelming probability over the choice of kenc, kreal, kfake it follows that ri ̸= renci for all

i ∈ [ℓ]. Thus, gri(r
enc
i ) = 0 for all i ∈ [ℓ] and the decryptor can use Rx to recover m.

PRE security proof. The reason for using two PRF keys is made clear in the security proof

that we describe next. The public parameters are now sampled without a ”trapdoor” for A. We

set Bi = ARi − kreali ·G where Ri is of low-norm, and kreali is the i-th bit of kreal,

ppsim = {u,A,AR1−kreal1 ·G, . . . ,ARℓk −krealℓk
·G} and msksim = {R1, . . . ,Rℓk , k

real, kfake}

As in the previous section, we have pp
s
≈ ppsim.

To sample a secret key skx, the simulator derives Ci and then computes BCi . It uses A, {Ri}
to compute RCi such that for i ∈ [ℓ− 1],

BCi = ARCi − grfakei
(rreali ) ·G = ARCi
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and for i = ℓ,

BCℓ
= ARCℓ

− grrealℓ
(rrealℓ ) ·G = ARCℓ

−G

It follows that for all x ∈ {0, 1}ℓ, the first (ℓ− 1) matrices {BCi}i∈[ℓ−1] do not have a G-trapdoor

since we use kfake, but the matrix BCℓ
will always have one because we use kreal. Consequently, the

simulator uses RCℓ
with G to sample a low-norm Rx such that,

[A || BC1 || · · · || BCℓ
] ·Rx = u

while maintaining indistinguishability with respect to Rx, when Rx is sampled in the real game

with TA, under properties of the G-trapdoor [MP12] for an appropriate choice of parameters.

To encrypt a random msg
$← {0, 1} to a challenge string y∗ ∈ {0, 1}ℓ, the simulator ”samples”

kenc by fixing kenc = kreal and computes renci = f(kreal, y∗(1, i)) for i ∈ [ℓ]. Then, for all i it

computes,

Bfy∗,i + renci ·G = ARfy∗,i

and also

c∗i = s
⊺
ARfy∗,i + e

⊺
i for i ∈ [ℓ]

and outputs the ciphertext:

cty∗ =
(
y∗, {renci }i∈[ℓ], s

⊺
A+ e

⊺
a, {c∗i }i∈[ℓ], s

⊺
u+ emsg +msg⌈q/2⌉

)
.

We have to make sure the noise distribution in cty∗ is the right one, but we defer to Section 4

about this. At this point the challenge ciphertext cty∗ does not contain any ”G-trapdoor”, and

we can use LWE to argue that msg remains hidden. As we argued at the start of this overview,

during simulation the PRF values of the challenge ciphertext cty∗ remain pseudorandom even given

the PRF values of all requested secret keys skx, since these PRF values do not intersect. Thus,

a PPT adversary cannot distinguish the real game from the simulated one with probability more

that 1/2 + negl(λ, ℓstr).

Extending functionality. The work of [CHK07] shows how to generically transform any string

space with an arbitrary alphabet to {0, 1}∗ using a CRHF. Moreover, lattice-based PRF construc-

tions [BPR12, BLMR13, BP14, Kim20] use public parameters that can be preprocessed outside

the ABE evaluation, to improve the upper bound on the evaluation depth required to set the

ABE parameters. Finally, our PRE scheme can be made weakly-hiding using obfuscation under

LWE [GKW17, WZ17, CVW18, GKVW20]. That is, a ciphertext cty additionally hides y when

given any secret key skx that is not authorized to decrypt cty.

1.3 Open Problems

The main open problem from our work is whether our scheme can be modified to support secret key

extension in a secure way, as required by HIBE. In HIBE, a secret key skx for an identity x ∈ {0, 1}ℓ
can be extended to a key skx||x′ for x′ ∈ {0, 1}ℓ′ without requiring the help of the authority. This

allows to create a key hierarchy in a tree like manner. Our scheme can be slightly modified so that

the keys can be extended using the basis delegation algorithms from [CHKP10, ABB10a, ABB10b,

MP12]. To extend a key bit-by-bit, we would sample a fresh PRF seed to compute the circuits

Cℓ+1, . . . , Cℓ+ℓ′ , then compute the matrices BCℓ+1
, . . . ,BCℓ+ℓ′ , and extend the key skx to a key

skx||x′ for BC1 , . . . ,BCℓ+ℓ′ . In our case, to get meaningful HIBE security we have to consider the
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Shi and Waters [SW08] security model, which differs only in the key request phase, as follows: the

adversary makes three types of queries: secret key and extension queries for which it receives a

pointer to the requested secret key that gets sampled (and stored) but not its value, and reveal

queries that return the actual (stored) secret key value this time. Unfortunately, the key extension

we sketched above does not satisfy this model, but that was our motivation behind issuing secret

keys that carry their lineage in a bit-by-bit fashion.

Another interesting direction, is whether there are more applications of pre-computing on the

public parameters before encryption, possibly using a key extension mechanism in some context

other than HIBE.

2 Preliminaries

Notation. Let PPT denote probabilistic polynomial time. We use the notation [n]
def
= {1, . . . , n}.

All logarithms log(·) are taken to the base 2. For a distribution or a random variable D, we let

x← D denote the process of sampling x according to D. Similarly for a randomized algorithm Alg

we let y ← Alg(x) denote the process of running Alg(x) with fresh randomness and taking y as the

output. For a finite set S we let x
$← S denote sampling x uniformly at random from S. For a

finite string x ∈ {0, 1}∗ we denote its length with |x|.
Unless stated otherwise, we use λ to denote the security parameter. We say that a function

g(λ) is negligible in λ, denoted by negl(λ), if g(λ) = o(1/λc) for all c ∈ N. For random variables

X,Y with support X ,Y respectively, we define the statistical distance

SD(X,Y )
def
=

1

2

∑
u∈X∪Y

|Pr[X = u]− Pr[Y = u]| .

We say that two ensembles of random variables X = {Xλ}, Y = {Yλ} are statistically indistinguish-

able and denote this with X
s
≈ Y , if SD(Xλ, Yλ) = negl(λ). For a distribution ensemble D = {Dλ}

we let Dm
λ denote a vector of m samples, that are sampled independently from Dλ.

For any integer q ≥ 2, we let Zq denote the ring of integers modulo q. We represent elements

of Zq as integers in the range (−q/2, q/2] and define the absolute value |x| of x ∈ Zq by taking its

representative in this range.

Linear algebra. For a vector v let ∥v∥ and ∥v∥∞ denote its ℓ2 and ℓ∞ norm, respectively. For

a matrix X = {x1, . . . ,xn} where {xi}i=1,...,n is its ordered set of column vectors, denote ∥X∥ =
max1≤i≤n∥xi∥, and ∥X∥∞ = max1≤i≤n∥xi∥∞. Let X||X′ denote the ordered concatenation of the

ordered column set of X and X′. We write F = {X1, . . . ,Xn} to denote F = X1|| · · · ||Xn. For an

ordered set X = {x1, . . . ,xn} of n linearly independent vectors in Rm, denote as X̃ = {x̃1, . . . , x̃n}
its Gram-Schmidt orthogonalization. For any matrix X ∈ Zm×m we denote with s1(X) its largest

singular value. It holds that ∥X̃∥ ≤ ∥X∥ ≤ s1(X) ≤ m∥X∥∞.

We require the following application of the Leftover Hash Lemma (LHL).

Lemma 2.1 (LHL [DORS08, ABB10a]). Let q be a prime and m > (n + 1) log q + ω(log n). Let

matrix R
$← {−1, 1}m×k where k = k(n) is polynomial in n. Let matrix A

$← Zn×m
q and matrix

B
$← Zn×k

q . Then, the distribution (A,AR) is statistically close to the distribution (A,B).

2.1 Lattice Preliminaries

Lattices and cosets. For positive integers n, q and arbitrary A ∈ Zn×m
q , define the full-rank

m-dimensional q-ary lattice, Λ⊥(A) = {x ∈ Zm : Ax = 0 mod q}. For any u ∈ Zn
q define the
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coset Λ⊥
u (A) = {x ∈ Zm : Ax = u mod q}.

Discrete Gaussian distribution. The m-dimensional Gaussian distribution centered at zero

with positive real parameter σ is defined by its probability density function: ρσ(x) = exp(−π∥x∥2/σ2).

For a lattice Λ ⊂ Rm the discrete Gaussian distribution over Λ with parameter σ, is defined for

all x ∈ Λ by DΛ,σ = ρσ(x)/
∑

x∈Λρσ(x), and takes the zero value for all other x. We require the

following lemma.

Lemma 2.2 ([MR07, Reg09, GPV08]). For the discrete Gaussian distribution DZm,σ over Zm with

parameter σ, it holds

Pr
[
∥v∥ > σ

√
m : v← DZm,σ

]
= negl(m).

Bounded distributions and swallowing. We review the following from [BV16], that for our

purposes apply to discrete Gaussian distributions over the integers.

For β = β(λ) we say that a distribution ensemble χ = {χλ} over Z is β-bounded if Pr[|x| >
β : x ← χλ] = negl(λ). For two bounded distribution ensembles χ = {χλ}, χ′ = {χ′

λ} over Z, we
say that χ′ is swallowing for χ if χ′ s

≈ χ′ + χ.

Corollary 2.3 ([BV16]). For a β(λ)-bounded distribution ensemble χ = {χλ} over Z, and β′(λ) =

β(λ) · λω(1), there exists an efficiently sampleable and β′(λ)-bounded ensemble χ′ = {χ′
λ} over Z

that is swallowing for χ.

Short Integer Solution. For positive integers n,m, q and positive real β, the short integer

solution (SIS) problem for a random matrix A ∈ Zn×m
q asks to find a non-zero vector x ∈ Zm

q such

that Ax = 0 mod q and ∥x∥ ≤ β.

The works of [Ajt96, MR07, GPV08, MP13] show that for any m = poly(n), β > 0 and

sufficiently large q ≥ β · poly(n) the (n,m, q, β)-SIS problem is as hard as approximating certain

worst-case lattice problems such as GapSVP and SIVP on n-dimensional lattices to within a β ·
poly(n) factor.

Learning with Errors. The learning with errors (LWE) assumption was introduced by Regev

in [Reg05] and states the following. Let n, q be positive integers and χ be a β-bounded distribution

on Zq, all parameterized by the security parameter λ. The LWE assumption says that for all

polynomial m the following distributions are computationally indistinguishable

(A, s
⊺
A+ e

⊺
)

c
≈ (A,u

⊺
) : A

$← Zn×m
q , s

$← Zn
q , e← χm,u

$← Zm
q .

The works of [Reg05, Pei09, ACPS09, MM11, MP12, BLP+13, PRS17] show that the (n,m, q, χ)-

LWE assumption is as hard as (quantumly) approximating certain worst-case lattice problems such

as GapSVP and SIVP on n-dimensional lattices to within a Õ(n · q/β) factor.

Lattice trapdoors. We require the following lemma which states that we can sample lattices

with ”trapdoors” that are statistically indistinguishable from random lattices, and the ”trapdoor”

allows to efficiently solve the SIS problem.

Lemma 2.4 (Lattice trapdoors [Ajt99, GPV08, AP09, MP12, LW15]). Let λ be the security

parameter with lattice parameters n,m, q and norm bound β all parameterized by λ where n =

λΩ(1), m = Ω(n log q) and σ ≥ ∥T̃A∥ · ω(
√
logm). Then, there exists a tuple of efficient algorithms

(TrapGen, SamPre,Sam) with the following syntax:
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• TrapGen(1n, 1m, q)→ (A,TA). The TrapGen algorithm takes as input the matrix dimensions

n,m and modulus q, and outputs a matrix A ∈ Zn×m
q and trapdoor TA ∈ Zm×m.

• Sam(1m, q)→ C. The Sam algorithm takes as input matrix dimension m and modulus q, and

outputs a matrix C ∈ Zm×m.

• SamPre(A,U,TA, σ) → C. The SamPre algorithm takes as input matrices A ∈ Zn×m
q ,U ∈

Zn×m
q , trapdoor TA and parameter σ, and outputs a matrix C ∈ Zm×m such that AC = U.

Furthermore, the following properties are satisfied:

1. For any (A,TA)← TrapGen(1n, 1m, q), U ∈ Zn×m
q and C← SamPre(A,U,TA)

we have AC = U and ∥C∥ ≤
√
m · σ (with probability 1).

2. We have the statistical indistinguishability requirement A
s
≈ A′

where (A,TA)← TrapGen(1n, 1m, q) and A′ $← Zn×m
q .

3. We have the statistical indistinguishability requirement (A,TA,C)
s
≈ (A,TA,C′)

where (A,TA)← TrapGen(1n, 1m, q),C← Sam(1m, q),U
$← Zn×m

q andC′ ← SamPre(A,U,TA).

Gadget matrix. In this work we use the gadget lattice trapdoors formalized in [MP12]. Given

integers n ≥ 1, q ≥ 2, the gadget matrix is defined as G = In⊗g where g = (1, 2, 4, . . . , 2n×n·⌈log q⌉).

The bit-decomposition function G−1 : Zn×m
q → {0, 1}n·⌈log q⌉×m takes as input a matrix A ∈ Zn×m

q

and expands its every entry ai,j ∈ Zq to its binary decomposition in a column-wise manner. For

simplicity we will assume that G has width m (otherwise we pad with zeros), and thus G−1 has

range {0, 1}m×m. For all A ∈ Zn×m
q it holds that G ·G−1(A) = A.

Gadget trapdoors. A G-trapdoor (or simply trapdoor) of a matrix A ∈ Zn×2m
q is a full-rank

(over the integers) matrix TA =
[
R Im

]T
where R ∈ Zm×m is a low-norm matrix, such that

ATA = G. Specifically, A = [A′||A′R+G] for A′ $← Zn×m
q .

We require the following lemma that is used to sample an extended lattice basis.

Lemma 2.5 (Lattice basis sampling (adapted) [GPV08, AP09, CHKP10, ABB10a, ABB10b,

MP12]). Let λ be the security parameter with lattice parameters n,m, q and norm bound σ all

parameterized by λ where n = λΩ(1), m = Ω(n log q), and d ≥ 1. Then, there exists a tuple of

efficient algorithms (SampleBasisLeft,SampleBasisRight) with the following properties:

• SampleBasisLeft(A,B,TA, σ)→ TA||B. The SampleBasisLeft algorithm takes as input matri-

ces A ∈ Zn×m
q and B = {Bi}i∈[d] ∈ Zn×dm

q with Bi ∈ Zn×m
q , a trapdoor TA ∈ Zm×m and a

norm bound σ, and outputs a basis TA||B ∈ Z(d+1)m×m for Λ⊥(A||B).

For any positive real σ ≥ ∥T̃A∥ · ω(
√
log(dm)) it holds that ∥T̃A∥ = ∥T̃A||B∥.

For any two TA,T′
A and σ ≥ max(∥T̃A∥, ∥T̃′

A∥) · ω(
√

log(dm)), then for the same lattice,

the output distributions of SampleBasisLeft in this case are within negl(λ) statistical distance.

• SampleBasisRight(A,B,R,G, σ)→ TA||B takes as input matrices A ∈ Zn×m
q and

B = {Bi}i∈[d] ∈ Zn×dm
q with Bi ∈ Zn×m

q , a matrix R ∈ Zm×m, the gadget matrix G with

Bd = AR−G, and a norm bound σ and outputs a basis TA||B ∈ Z(d+1)m×m for Λ⊥(A||B).
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Note that TF =

[
R

I

]
can be made into a G-trapdoor for Λ⊥(F) with F = A||Bd and

then into a basis for A||B in a similar manner to above. Thus, for any positive real σ ≥
∥T̃F∥ · ω(

√
log(dm)) it holds that ∥T̃F∥ = ∥T̃A||B∥.

For any two TF,T
′
F for the same lattice, and σ ≥ max(∥T̃F∥, ∥T̃′

F∥) · ω(
√

log(dm)), the

output distributions of SampleBasisRight in this case are within negl(λ) statistical distance.

Finally, there is an efficient algorithm (SamPre) that takes as input F = A||B ∈ Zn×(d+1)m
q ,

a basis TF ∈ Z(d+1)m×m for Λ⊥(F), any u ∈ Zn
q and parameter σ ≥ ∥T̃F∥ · ω(

√
log(dm)), and

samples c ∈ Z(d+1)m with ∥c∥ ≤ σ
√

(d+ 1)m and within negl(λ) statistical distance from DΛ⊥
u (F),σ,

such that F · c = u mod q.

Proposition 2.6. [Lattice basis sampling indistinguishability (adapted) [CHKP10, ABB10a,

ABB10b]] The output distributions of algorithms SampleBasisLeft,SampleBasisRight of Lemma 2.5

when given as input the same lattice, are within negligible statistical distance when σ > max (s1(TA), s1(TF))·
ω(

√
log(dm)).

2.2 Homomorphic Evaluation

We require the following lemma about homomorphic evaluation on ciphertexts and public keys that

have a specific structure.

Lemma 2.7 ([GSW13, BGG+14]). Let λ be the security parameter with lattice parameters n,m, q

and norm bound β all parameterized by λ where n = λΩ(1) and m = Ω(n log q). Let f : {0, 1}ℓ →
{0, 1} be any circuit of depth at most d.

Then, there exists a tuple of efficient deterministic algorithms (EvalCT,EvalPK,EvalSimPK)

with the following properties:

• EvalCT
(
f, {Bi, xi, ci}i∈[ℓ]

)
→ cf . The EvalCT algorithm takes as input the description of a

circuit f , matrices Bi ∈ Zn×m
q , the input bits xi ∈ {0, 1} for f , and vectors ci such that

ci = s
⊺
(Bi + xiG) + e

⊺
i with ∥ei∥∞ ≤ β.

It outputs a vector cf = s
⊺
(Bf + f(x) ·G) + e

⊺
f , where the matrix Bf depends only on Bi

and f , and ∥ef∥∞ ≤ mO(d) · β.

• EvalPK
(
f, {Bi}i∈[ℓ]

)
→ Bf . The EvalPK algorithm takes as input the description of a circuit

f and matrices Bi ∈ Zn×m
q , and outputs a matrix Bf ∈ Zn×m

q .

• EvalSimPK
(
f,A, {Bi,Ri, xi}i∈[ℓ]

)
→ Rf . The EvalSimPK algorithm takes as input the de-

scription of a circuit f , matrices A,Bi ∈ Zn×m
q , matrices Ri ∈ {−1, 1}m×m, and the input

bits xi ∈ {0, 1} for f such that

Bi = ARi − xiG

It outputs a matrix Rf such that Bf = ARf − f(x) · G, and ∥Rf∥∞ ≤ mO(d), where

Bf = EvalPK
(
f, {Bi}i∈[ℓ]

)
.

For any x ∈ {0, 1}ℓ and f : {0, 1}ℓ → {0, 1}, g : {0, 1}ℓh → {0, 1} and h : {0, 1}ℓ → {0, 1}ℓh ,
where f = g ◦h and f is described by a circuit that is gate-by-gate identical to g ◦h, then the above

algorithms respect composition. We denote with hj the circuit that computes the j-th output bit

of h for j ∈ [ℓh]. That is,
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• EvalCT
(
f, {Bi, xi, ci}i∈[ℓ]

)
= EvalCT

(
g, {Bhj

, hj(x),EvalCT
(
hj , {Bi, xi, ci}i∈[ℓ]

)
}j∈[ℓh]

)
with Bhj

= EvalPK
(
hj , {Bi}i∈[ℓ]

)
or Bhj

= EvalSimPK
(
hj ,A, {Bi,Ri, xi}i∈[ℓ]

)
,

depending on the context.

• EvalPK
(
f, {Bi}i∈[ℓ]

)
= EvalPK

(
g, {EvalPK

(
hj , {Bi}i∈[ℓ]

)
}j∈[ℓh]

)
• EvalSimPK

(
f,A, {Bi,Ri, xi}i∈[ℓ]

)
= EvalSimPK

(
g,A, {Bhj

,Rhj
, hj(x)}j∈[ℓh]

)
with Rhj

= EvalSimPK
(
hj ,A, {Bi,Ri, xi}i∈[ℓ]

)
Remark 2.8. If we only use NAND gates then we implicitly assume in the public parameters a matrix

B0 (real game) or B0 = AR0 −G (simulated game) that encodes then (constant) bit 1 as B0 +G

and is given as input to the above algorithms, as required for evaluation correctness (see [KNYY20,

Remark 3.2]). If we only use XOR and AND gates this is not required (see [BGG+14], [Pei16,

Section 6.2.2]).

2.3 Pseudorandom Functions

We review the notion of a pseudorandom function family [GGM84] adapted for our PRE scheme.

Lattice-based PRF constructions [BPR12, BLMR13, BP14, Kim20] require a set of random public

parameters pp that are known to all parties, including the adversary. These are generated by a

trusted authority. Moreover, for every positive integer ℓstr = ℓstr(λ) we assume an efficient procedure

Encodeℓstr : {0, 1}ℓstr×{0, 1}⌈log (ℓstr)⌉ → Xλ that is part of the PRF.Eval algorithm, and maps prefix

strings to the input domain of the PRF using standard techniques. We can safely assume ℓstr to

be upper bounded by a polynomial in λ and thus Encodeℓstr is efficient with respect to λ.

Definition 2.9. A pseudorandom function (PRF) family ΠPRF,PRE = {ΠPRF,PRE
λ,ℓstr

} with parameter

space PP = {PPλ}, key space K = {Kλ}, domain space X = {Xλ} and range space Y = {Yλ}
consists of a tuple of efficient algorithms ΠPRF,PRE

λ,ℓstr
= (PRF.Param,PRF.Keygen,PRF.Eval) with the

following syntax and security:

• PRF.Param(1λ, 1ℓstr) → pp. The PRF.Param algorithm takes as input the security parameter

λ and outputs the public parameters pp ∈ PPλ.

• PRF.Keygen(1λ) → k. The PRF.Keygen algorithm takes as input the security parameter λ

and outputs a key k ∈ Kλ.

• PRF.Eval(pp, k, x) → y. The PRF.Eval algorithm takes as input the public parameters pp, a

key k and a string x, and outputs a value y ∈ Yλ.

The algorithm PRF.Eval is a proxy for running PRF.Eval′(pp, k,Encodeℓstr(x, |x|))→ y, where

|x| ∈ {0, 1}⌈log (ℓstr)⌉, i.e. |x| is represented in binary with zero padding if necessary. The

PRF.Eval′ is the actual PRF evaluation algorithm that expects an input of length equal to

the output length of Encodeℓstr .

Security. For every PPT adversary A, we require that the following pseudorandomness property

is satisfied:∣∣∣∣Pr [APRF.Eval(pp,k,·)(1λ, pp) = 1

∣∣∣∣ pp← PRF.Param(1λ)

k ← PRF.Keygen(1λ)

]
− Pr

[
ARλ(·)(1λ, pp) = 1

]∣∣∣∣ = negl(λ)

where Rλ : Xλ → Yλ is a (truly) random function.
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For security, we also assume that every PPT (admissible) adversary A outputs valid tuples

(x, i) ∈
(
{0, 1}ℓstr × {0, 1}⌈log (ℓstr)⌉

)
(i.e. such that i = |x|) to which the procedure Encodeℓstr is

applied before given as input to PRF.Eval′(pp, k, ·) or Rλ(·). This allows us to incorporate the only

security property we require from Encodeℓstr , namely that for every PPT adversary A(1λ, 1ℓstr)
it remains negl(λ, ℓstr) to output two different tuples (x, i), (x′, i′) such that Encodeℓstr(x, i) =

Encodeℓstr(x
′, i′), e.g. assuming collision-resistance and an error-correcting code. Thus, the proba-

bility for the pseudorandomness property is taken over all randomness involved in the experiment.

3 PRE Definitions

In this section, we define the syntax for a PRE scheme, and state the correctness and security

properties.

Definition 3.1 (PRE). A PRE scheme that supports strings of a-priori bounded length ℓstr =

ℓstr(λ) consists of the following four PPT algorithms:

• Setup(1λ, 1ℓstr) → (pp,msk). The Setup algorithm takes as input the security parameter λ

and a maximum string length ℓstr, and outputs the public parameters pp and the master

secret key msk.

• Keygen(pp,msk, x)→ skx. The key generation algorithm takes as input the public parameters

pp, the master secret key msk and a string x, and outputs a secret key skx.

• Enc(pp, y,m) → cty. The encryption algorithm takes as input the public parameters pp, a

string y and a message m, and outputs a ciphertext cty.

• Dec(pp, cty, skx) → m or ⊥. The decryption algorithm takes as input the public parameters

pp, a ciphertext cty and a secret key skx, and outputs a message m or the special symbol ⊥
that denotes decryption failure.

We require the following two properties on correctness and security.

Correctness. For all positive integers λ, ℓstr, and x, y ∈ {0, 1}ℓstr where x is a prefix of y and

m ∈ {0, 1}, we require:

Pr

Dec(pp, cty, skx) = m

∣∣∣∣∣∣
(pp,msk)← Setup(1λ, 1ℓstr)

cty ← Enc(pp, y,m)

skx ← Keygen(pp,msk, x)

 = 1− negl(λ, ℓstr).

Security. We define the following adaptive security game between a PPT challenger and a PPT

adversary A.

Setup. The challenger runs the Setup(1λ, 1ℓstr) algorithm to generate the public parameters

pp and the master secret key msk, and gives pp to the adversary A, including ℓstr.

Phase 1. The adversary A adaptively submits secret key requests for any string x. For each

request, the challenger responds with a secret key skx by running Keygen(pp,msk, x).

Challenge. The adversary A submits a challenge string y∗ under the restriction that none

of the requested keys in Phase 1 is a prefix of y∗. The challenger samples m
$← {0, 1} and

encrypts m to y∗ by running Enc(pp, y∗,m), and sends cty∗ to the adversary A.
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Phase 2. The adversary A adaptively submits secret keys requests for any string x under

the restriction that x is not a prefix of y∗. The challenger responds with a secret key skx by

running Keygen(pp,msk, x).

Guess. The adversary outputs a bit m′ ∈ {0, 1}.

For a PPT adversary A its advantage AdvPREA (1λ, 1ℓstr) in the above security game is defined as

|Pr[m′ = m]− 1/2|. A PRE scheme is adaptively secure if for every PPT adversary A it holds that

AdvPREA (1λ, 1ℓstr) = negl(λ, ℓstr).

We can safely assume that ℓstr is bounded by some polynomial in λ. We explicitly provide ℓstr
during Setup to instantiate the parameters for the Encodeℓstr procedure.

4 Adaptively Secure PRE

In this section, we describe our adaptively secure PRE scheme and prove the following theorem.

Theorem 4.1. Under the polynomial hardness of approximating SIVP and GapSVP on n-dimensional

lattices to within a sub-exponential factor of 2n
ε
for some ε ∈ (0, 1/2) where n = n(λ), there exists

an adaptively secure PRE scheme that satisfies Definition 3.1.

Proof. The proof follows from Lemma 4.2 and Lemma 4.3.

4.1 PRE Construction

In this section, we describe our PRE construction in two steps. First, we define three circuits used

in the construction, following closely [Tsa19] and then give the details of the construction.

4.1.1 Circuit Definitions

Fix λ, ℓstr and string space {0, 1}ℓstr . Fix a PRF family ΠPRF,PRE = {ΠPRF,PRE
λ,ℓstr

} with
ΠPRF,PRE

λ,ℓstr
= (PRF.Param,PRF.Keygen,PRF.Eval) as defined in Section 2.3. In this section, we rely

on the binary representation of certain parameters and for that reason let values ℓk = ℓk(λ), ℓin =

ℓin(λ), ℓout = ℓout(λ) be such that it holds: Kλ = {0, 1}ℓk , Xλ = {0, 1}ℓin , Yλ = {0, 1}ℓout . Finally, let
PPλ be the parameter space. To simplify notation and without explicitly stating it, we assume that

all hardcoded values and inputs to the circuits defined below are given in binary representation.

• The circuit fprf
x,i : Kλ → Yλ has hardcoded the ΠPRF,PRE

λ,ℓstr
parameters pp ∈ PPλ and the prefix

x(1, i) of a string x ∈ {0, 1}ℓstr for some i ≤ ℓstr. It takes as input a ΠPRF,PRE
λ,ℓstr

key k ∈ Kλ and

outputs the ΠPRF,PRE
λ,ℓstr

value:

fprf
x,i (k) = PRF.Eval(pp, k, x(1, i))

• The circuit f eq
r : Yλ → {0, 1} has hardcoded a value r ∈ Yλ. It takes as input a value y ∈ Yλ

and outputs:

f eq
r (y) =

{
1, if y = r

0, otherwise
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• The circuit f comp
i : Kλ → {0, 1} is the composition of circuits fprf

x,i and f eq
r . That is,

f comp
i = f eq

r ◦ fprf
x,i . It has hardcoded the ΠPRF,PRE

λ,ℓstr
parameters pp ∈ PPλ, the prefix x(1, i) of

a fixed string x ∈ {0, 1}ℓstr for some i ≤ ℓstr and a value r ∈ Yλ. It takes as input a ΠPRF,PRE
λ,ℓstr

key k ∈ Kλ and outputs:

f comp
x,i,r (k) = f eq

r

(
fprf
x,i (k)

)
Lattice-based PRF constructions in [BPR12, BLMR13, BP14, Kim20] can be instantiated with

Kλ = {0, 1}ℓk , Xλ = {0, 1}ℓin , Yλ = {0, 1}ℓout . For example in [BP14] (similarly for the rest of these

works), for suitable positive integers n,m, p, q, a PRF key is a vector in Zn
q , and the PRF public

parameters are two matrices inA0,A1 ∈ Zn×m
q . Thus, we can use the binary decomposition of these

quantities that the algorithm PRF.Eval will take into account (along with n,m, p, q). Similarly, the

PRF output is a vector in Zm
p , and the algorithm PRF.Eval could output its binary decomposition

instead.

4.1.2 PRE Construction

Fix a security parameter λ, n = n(λ), m = m(λ), q = q(λ) and length bound ℓstr = ℓstr(λ).

Fix a PRF family ΠPRF,PRE = {ΠPRF,PRE
λ,ℓstr

} with ΠPRF,PRE
λ,ℓstr

= (PRF.Param,PRF.Keygen,PRF.Eval)

as defined in Section 2.3 with binary representation of some parameters specified in Section 4.1.1,

and circuits fprf
x,i , f

eq
r , f comp

i as defined in Section 4.1.1. Our PRE scheme consists of a tuple of

four efficient algorithms (Setup,Keygen,Enc,Dec) with the properties listed below. Note that we

explicitly provide the ΠPRF,PRE
λ,ℓstr

key bit-length ℓk (as defined in Section 4.1.1) as input for the Setup

algorithm to sample accordingly the public parameters.

• Setup(1λ, 1ℓstr , 1ℓk). On input the security parameter λ, maximum string length ℓstr and key

length ℓk, do the following:

– sample (A,TA)← TrapGen(1n, 1m, q)

– sample Bi
$← Zn×m

q for i ∈ [ℓk] and u
$← Zn

q

– sample ppprf ← PRF.Param(1λ, 1ℓstr) and kreal, kfake ← PRF.Keygen(1λ)

Output

pp =
(
ppprf ,u,A,B1, . . . ,Bℓk

)
msk =

(
TA, kreal, kfake

)
Output parameters n,m, q χ, χ̂, {σi}i∈[ℓstr] as defined in Section 4.2.

• Keygen(pp,msk, x). On input the public parameters pp, the master secret key msk and string

x ∈ {0, 1}ℓ with ℓ ≤ ℓstr, do the following:

– set ri = PRF.Eval(ppprf , k
fake, x(1, i)) for i ∈ [ℓ− 1]

– set rℓ = PRF.Eval(ppprf , k
real, x(1, ℓ))

– set f comp
i = fprf

x,i ◦ f
eq
ri for i ∈ [ℓ]

– set Bf comp
i

= EvalPK
(
f comp
i , {Bκ}κ∈[ℓk]

)
for i ∈ [d]

– set Tx ← SampleBasisLeft
(
A, {Bf comp

i
}i∈[ℓ],TA, σℓ

)
– set Fx = A || Bf comp

1
|| · · · || Bf comp

ℓ
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– sample tcomp
u,x ← SamPre(Fx,Tx,u, σℓ)

Output skx =
(
x, tcomp

u,x , {ri}i∈[ℓ]
)

• Enc(pp, y,msg). On input the public parameters pp, a string y ∈ {0, 1}ℓ with ℓ ≤ ℓstr and

message msg ∈ {0, 1}, do the following:

– sample kenc ← PRF.Keygen(1λ)

– set renci = PRF.Eval(ppprf , kenc, y(1, i)) for i ∈ [ℓ]

– set Cprf
i,j to be the circuit that computes the j-th output bit of fprf

x,i

– set Bprf
i,j = EvalPK

(
Cprf
i,j , {Bκ}κ∈[ℓk]

)
for i ∈ [ℓ] and j ∈ [ℓout]

– sample s
$← Zn

q , ea ← χm, ei,j ← χ̂ for i ∈ [ℓ] and j ∈ [ℓout], and emsg ← χ

– set ca = s
⊺
A+ e

⊺
a, c

prf
i,j = s

⊺
(Bprf

i,j + renci,j ·G) + e
⊺
i,j , and cmsg = s

⊺
u+ emsg +msg · ⌈ q2⌉

where renci,j is the j-th bit of renci

Output cty =

(
y, ca,

{
cprfi,j

}
i∈[ℓ], j∈[ℓout]

, cmsg, {renci }i∈[ℓ]
)

• Dec(pp, cty, skx). On input the public parameters pp, a ciphertext cty and secret key skx do

the following:

– parse cty =
(
y, ca, {ci,j}i∈[ℓy ], j∈[ℓout], cmsg, {renci }i∈[ℓy ]

)
– parse skx =

(
x, tcomp

u,x , {ri}i∈[ℓx]
)

– parse y ∈ {0, 1}ℓy and x ∈ {0, 1}ℓx with ℓy, ℓx ≤ ℓstr

– if x is not a prefix of y, then output ⊥
if x is a prefix of y, and there exists i ∈ [ℓx] such that renci = ri, then output ⊥

– set ccomp
i = EvalCT

(
f eq
ri ,

{
Bprf

i,j , r
enc
i,j , c

prf
i,j

}
j∈[ℓout]

)
for i ∈ [ℓx]

– set Fx = A || Bf comp
1
|| · · · || Bf comp

ℓx

– set c′msg =
(
ca || ccomp

1 || · · · || ccomp
ℓx

)⊺
· tcomp

u,x

– if |cmsg − c′msg| ≤ q/4, then set msg = 0 else set msg = 1

(assuming the output is not ⊥ until this step)

Output msg

4.2 Lattice Parameters

We provide an asymptotic parameter analysis and selection for our scheme. We give necessary

details in this section, that are required for the correctness proof in the next section.

Let λ be a security parameter and ℓstr = ℓstr(λ) be an upper bound on the string length that is

polynomial in λ, and thus we can use only λ as our point of reference below. Let dABE = dABE(λ)

be an upper bound on the depth of f comp
ℓstr

. Let deq = deq(λ) be an upper bound on the depth of f eq,
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which can be made logarithmic in its input size ℓout = ℓout(λ) (i.e. in NC1). Let dPRF = dPRF(λ)

be an upper bound on the PRF evaluation circuit. Let n = n(λ),m = m(λ), q = q(λ) be lattice

parameters.

We first analyze the norm of the secret keys. This allows us to provide a bound such that

Proposition 2.6 holds.

Simulated public keys. Using Lemma 2.7 for the simulated game, we get an upper bound on

the largest singular value: s1 = s1(Rf comp
ℓstr

) ≤ m · ∥Rf comp
ℓstr
∥∞ = mO(dABE) since dABE = ω(1).

Secret key bound. We follow the analysis from [CHKP10, MP12] for the basis sampling pa-

rameter σi, as required for a given x ∈ {0, 1}ℓx . We require for each i ∈ [ℓx] that,

σi ≥ σ0 ·
(√

(i+ 1)m
)i
·
(
ω(

√
log(i ·m))

)i+1

where σ0 ≥ s1. The above imply that Keygen samples from a discrete Gaussian with parameter

σℓx .

We now analyze the error magnitude for encryption and decryption.

Error magnitude. We first analyze the error magnitude in cty, and then in the resulting cipher-

text after the ABE evaluation on cty that is required for decryption.

We sample the error ea for ca in cty, from DZm,
√
m and by Lemma 2.2 we get ∥ea∥ ≤ m. Using

Lemma 2.7 for the simulated game, we get an upper bound of B = ∥ea∥·m∥Rfprf
i,j
∥∞ = mO(dPRF) since

dPRF = ω(1). By Corollary 2.3 we sample ei,j from DZm,B′ with parameter B′ =
(
mO(dPRF)

)ω(1) ·
mO(dPRF) so that DZm,B′ is swallowing for any B-bounded distribution (over the integers).

By Lemma 2.7 the error ecomp
i in ccomp

i is bounded by ∥ecomp
i ∥∞ ≤ B′ ·mO(deq). To decrypt we

invoke SamPre with σℓx , as bounded above, to sample tcomp
u,x . Thus, the error e′msg in c′msg is upper

bounded by,

|e′msg| ≤ m · ℓx ·
(
∥ecomp

ℓx
∥∞ · ∥tcomp

u,x ∥∞
)

Concrete parameter selection. It is not hard to see that mO(dPRF) can be m2dPRF , and mO(deq)

can be mlog(ℓout), where we omit the multiplicative constant in the exponent of mlog(ℓout) to simplify

our analysis. Given this, our analysis above implies,

s1 ≤ m2dABE+1, σℓx ≥ m2dABE+1·mℓx/2·(ℓx+1)ℓx/2, and thus we can choose σℓx ≤ m2dABE+ℓx ·(ℓx)ℓx .

Therefore, σℓstr ≤ m2dABE+ℓstr · (ℓstr)ℓstr .
We then set B′ =

(
m2 log(ℓout)

)log(λ)+1
= m2 log(ℓout)·(log(λ)+1), and thus ∥ecomp

ℓx
∥∞ = B′ ·m2 log(ℓout),

which implies ∥ecomp
ℓx
∥∞ ≤ ℓx ·m4 log(ℓout) log(λ). In addition ∥tcomp

u,x ∥∞ ≤ σℓx , and thus:

|e′msg| ≤ (ℓx)
ℓx ·mℓx ·m2dABE ·m4 log(ℓout) log(λ)

We set q = 5·|e′msg| after we substitute ℓx = ℓstr in the above expression, and thus obtain decryption

correctness for all x ∈ {0, 1}ℓstr .
We set n ≥ λ. We set m = (n+ 1) log q + log2(n). We set χ = DZ,

√
m. Set χ̂ = DZm,B′ .

Lattice approximation factors. The quantity n·q/B′ determines the approximation factor γ of

the worst-case lattice problems. We can safely assume that ℓstr is upper bounded by a polynomial in

λ. Thus, we rely on the polynomial hardness of worst-case lattice problems with a sub-exponential

factor γ that is upper bounded by

(ℓstr)
ℓstr ·mℓstr ·m2dABE ·m2 log(ℓout) log(λ) ≤ 2λ

ε
for some ε ∈ (0, 1/2).
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4.3 Correctness

Lemma 4.2. The PRE construction in Section 4.1 satisfies the correctness property in Defini-

tion 3.1.

Proof. For allmsg ∈ {0, 1}, all positive integers λ, ℓstr, all x ∈ {0, 1}ℓx with ℓx ≤ ℓstr, and parameters

generated by the Setup algorithm in Section 4.1 the following hold.

First, with probability 1 − negl(λ, ℓstr) over the random choice of kreal, kfake, kenc we have that

kreal ̸= kenc and kfake ̸= kenc. By the statistical injectivity of the PRF family and the correctness of

the homomorphic evaluation algorithms from Lemma 2.7, during decryption we obtain,

ca || ccomp
1 || · · · || ccomp

ℓx
= s

⊺
Fx + e

⊺
x

with Fx = A || Bf comp
1
|| · · · || Bf comp

ℓx
.

By the correctness of SamPre in Lemma 2.4, when given as input TA = Tx where Tx is sampled

using Lemma 2.5 and used in Keygen it holds that,(
s
⊺
Fx + e

⊺
x

)
· tcomp

u,x = s
⊺
u+ e′msg

where |e′msg| ≤ q/5 as implied by the analysis and parameter selection in Section 4.2. Finally, since

|emsg| ≤ m and q = mω(1) it follows that,

|e′msg − emsg| ≤
q

4

Thus, we obtain decryption correctness with probability 1− negl(λ, ℓstr).

4.4 Security Proof

Lemma 4.3. The PRE construction in Section 4.1 satisfies the security property in Definition 3.1.

Proof. We prove the lemma with the following sequence of hybrids.

H0: This is the real game under Definition 3.1 with the construction from Section 4.1.

H1: In this hybrid, we change how the public parameters pp are generated. We now sample

Ri
$← {−1, 1}m×m and set

ppsim = {u,A,AR1−kreal1 ·G, . . . ,ARℓk−k
real
ℓk
·G} and msksim = {R1, . . . ,Rℓk , k

real, kfake}

By the Leftover Hash Lemma from Lemma 2.1 and a Markov chain argument in [BV16,

Section 4.2] we have that pp
s
≈ ppsim and thus H0

s
≈ H1.

H2: In this hybrid, we change how we answer the challenge ciphertext cty∗ for y∗ ∈ {0, 1}ℓy∗ and

specifically how we sample kenc.

We sample kenc such that kenc = kreal which implies that renci = rreali for all i ∈ [ℓy∗ ].

We show that this change goes unnoticed by the adversary, by arguing that the PRF values

it obtains in cty∗ using kreal do not appear in any requested secret key skx.

For every requested key skx with x ∈ {0, 1}ℓx , the adversary obtains for i ∈ [ℓx − 1] the PRF

value rfakex,i = fprf
x,i (k

fake), and for i = ℓx the PRF value rrealx,ℓx
= fprf

x,ℓx
(kreal).

For cty∗ the adversary obtains for i ∈ [ℓy∗ ] the PRF value rrealy∗,i = fprf
y∗,i(k

real).

We proceed with three cases to show that the PRF values under kreal in every requested skx
and in cty∗ , do not intersect.
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• If ℓx > ℓy∗ then the adversary obtains in skx the PRF values rfakex,i for all i ≤ ℓy∗ . These

are different from rrealy∗,i in cty∗ for all i ∈ [ℓy∗ ].

• If ℓx = ℓy∗ then the adversary obtains in skx the PRF values rfakex,i for all i < ℓy∗ . These

are different from rrealy∗,i in cty∗ for all i ∈ [ℓy∗ − 1]. By Definition 3.1 it is not allowed to

output y∗ = x, and thus rrealy∗,ℓy∗
̸= rrealx,ℓy∗

.

• If ℓx < ℓy∗ then by Definition 3.1 for any skx the string x cannot be prefix of y∗, which

implies that x(1, i) ̸= y∗(1, i) for all i ∈ [ℓx]. This implies that rrealx,ℓx
̸= rrealy∗,ℓx

. Also, for

i ∈ [ℓx− 1] we obtain rfakex,i from skx and rrealy∗,i from cty∗ , and these values are all different

since kreal ̸= kfake.

The above imply that the adversary obtains different PRF values under kreal when it is used

both for cty∗ and every requested skx. Thus, under PRF pseudorandomness the change

kenc = kreal goes unnoticed, and below we bound this reduction loss.

Assume the adversary A makes Q = poly(λ) key queries in total. Let AdvPRFA (1λ, 1ℓstr) =

negl(λ, ℓstr) be the pseudorandomness loss for one PRF value. The total pseudorandomness

reduction loss is at most (Q+ 1) · ℓstr · AdvPRFA (1λ, 1ℓstr), and remains negl(λ, ℓstr).

The above imply H1
c
≈ H2.

H3: In this hybrid, we switch from using the algorithm EvalPK to using EvalSimPK from Lemma 2.7.

This is a syntactic change. For cty∗ and i ∈ [ℓy∗ ], j ∈ [ℓout] we have Ci,j(k
enc) = 0. This

implies that there is no G-trapdoor in cty∗ ,

Bprf
i,j = ARprf

i,j − Ci,j(k
enc) ·G = ARprf

i,j

Following the last steps of the encryption algorithm, we get:

• sample s
$← Zn

q , ea ← χm, ei,j ← χ̂ for i ∈ [d] and j ∈ [ℓout], and emsg ← χ

• set ca = s
⊺
A+ e

⊺
a, c

prf
i,j = s

⊺
ARprf

i,j + e
⊺
i,j , and cmsg = s

⊺
u+ emsg +msg · ⌈ q2⌉

Output cty∗ =

(
y∗, ca,

{
cprfi,j

}
i∈[ℓy∗ ], j∈[ℓout]

, cmsg, {renci }i∈[ℓy∗ ]
)

The above imply H2 ≡ H3.

H4: In this hybrid, we change again how we answer the challenge ciphertext cty∗ and specifically

how we create cprfi,j . Using the algorithm EvalSimPK from Lemma 2.7 and msksim, we obtain

R
fprf
i,j
. We now compute

cprfi,j = ca ·Rfprf
i,j

+ e
⊺
i,j = s

⊺
AR

fprf
i,j

+
(
e
⊺
a ·Rfprf

i,j
+ e

⊺
i,j

)
where e

⊺
i,j ← χ̂.

By the parameter selection for distributions χ̂ and χ from Section 4.2, and the upper bound on

∥R
fprf
i,j
∥∞ from the same section, it follows that e

⊺
i,j is swallowing for e

⊺
a ·Rfprf

i,j
. By Corollary 2.3

we get that the cprfi,j are statistically close the ones from the previous hybrid. Compared to
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the previous hybrid though, in this hybrid we do not need to know s and e
⊺
a to create the

cprfi,j .

The above imply H3
s
≈ H4.

H5: In this hybrid, we change how we answer secret key queries for a string x ∈ {0, 1}ℓx , and
specifically how we sample Tx. From Lemma 2.7 combined with ppsim it holds that, Bf comp

i
=

ARf comp
i

for i ∈ [ℓx − 1] and Bf comp
ℓx

= ARf comp
ℓx

+G. That is,

A || Bf comp
1
|| · · · || Bf comp

ℓx
= A || ARf comp

1
|| · · · || ARf comp

ℓx
+G

We can now use the SampleBasisRight algorithm from Lemma 2.5,

Tx ← SampleBasisRight(A,Fx,Rf comp
ℓx

,G, σℓx)

where Fx = Bf comp
1
|| · · · || Bf comp

ℓx
. By Proposition 2.6, and Lemma 2.5, and our choice of

parameter σℓx in Section 4.2 we obtain H4
s
≈ H5.

H6: In this hybrid, we change how we sample the matrix A. We now sample A
$← Zn×m

q , instead

of (A,TA)← TrapGen(1n, 1m, q).

By Lemma 2.4 it holds that H5
s
≈ H6.

H7: In this hybrid, we change again how we answer the challenge ciphertext cty∗ . We output

cty∗ =

(
y∗, ca,

{
cprfi,j

}
i∈[ℓy∗ ], j∈[ℓout]

, cmsg, {renci }i∈[ℓy∗ ]
)
,

where ca
$← Zm

q , cprfi,j
$← Zm

q and cmsg
$← Zq. Under the LWE assumption we have that

H6
c
≈ H7.

This implies that the challenge message msg
$← {0, 1} is computationally hidden under the LWE

assumption with parameters (n,m, q, χ̂) as defined in Section 4.2. Thus, for any PPT adversary A
we have AdvPREA (1λ, 1ℓstr) = negl(λ, ℓstr) which proves Lemma 4.3.
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